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TocynapcTBeHHOE KazeHHoe 00eo0pa3oBaTenbHoe yupekaeHHe PocTopekoil
obnacTn «CnennanbHoe yueOHO — BOCIIHTATENILHOE YHPEeRACHNE 3aAKPBITOr0 THIA»

IlpunugaTo Ha NeJAroru4eckoM Cornacorano ¢ CopeToM
COBETE. ITKOJIEL. '

IIpotoxon ot 01.04.2022 Ne 6 .
IIporokon ot 30.03.2022%

T Nl

Hacrpyknusa g o6yManmuxcs no odecneeHno HHGOpMANHOHHOH 6€30IIaCHOCTH NPH
HCNOb30BaHHH ceTH «HTepHeT».

C xaxzaeM remoM Mosionexd B MHTepHeTe cTaHOBHTBCA OOJBING, a IOKOIBHHKE ONHH H3
CaMbIX AaKTHBHEIX [ob3oBaTened Pymera. Mexmy T1eM, NOMHMO OrpOMHOTO KOJHYECTBA
BO3MOXHOCTelH, MHTepHeT HeceT M mpobieMbl. 3Ta maMsTxka JOJDKHA IOMOYb Tebe 6e30macHo
HAXOJUTECH B CETH.

KomMneroTepHblie BHpychI ot e

KoMmmnbproTepHEIH BHpYC - 3TO pa3sHOBHAHOCTh KOMIBIOTEPHBIX TIPOrpaMM, OTIMYHTEILHOM
0c00EHHOCTEIO KOTOPOH SBISETCA CIOCOBHOCTL K PA3MHOKEHHIO. B IOMONHEHHE K DTOMY, BHPYCHI
MOTYT NOBPEIdTh HIH NONHOCTBIO YHHYTOXHTH Bce haliel ¥ [aHHBIE, TOIKOHTPOJLHBIC
TIONIE30BATENIO, OT HMMEHH KOTOPOTO OBlTa 3alTyIlleHa 3apaXeHHas POrpaMma, a TakKe [IOBPEIHTD HITH
AaXKe YHHYTOXHTE ONEPAIHOHHYK) CHCTEMY CO BCeMH daiiiaMA B LeioM. B GONBIIHHCTRBE crydaes
PacmpoCTPaHsIIOTCS BUPYCH] depe3 HHTEPHET. ‘

MeTo 15! 3AIOATE! OT BPETOHOCHBIX porpaMM: & 5+

1. Mcnons3y#i coBpeMeHHBIE ONepallHOHHBIE CHCTEMBI, HMEIOIIHNE CEPhE3HbI YPOBEHE 3aIHTHI
OT BPEJOHOCHBIX ITPOTPaMM;

2. llocrosuHo ycraHapmMBaii nauytn (UMQPOBBIE 3aIUIATKM, KOTOPHIE ABTOMATHYECKH
YCTaHaBIMBAIOTCH ¢ LENBI0 J0paGOTKM TporpaMMbl) H Apyrue OOHOBJICHHA CBOei ONepallMOHHOM
cucteMel. CkauHBali MX TONBKO ¢ ofpunHaneHOrO caiita pazpadorunka OC. Eciu cymecTByeT pexuM
aBTOMAaTHYECKOTo OOHOBNEHHA, BKIIIOYH €ro; :

3. Pabortaii Ha cBoeM KOMIIBIOTEpE IO [IpaBaMH MTONTB30BATEN, 2 He aIMHHUCTPATOpa. ITO He
MO3BOJIMT OQOJBIIMHCTBY BPENOHOCHBIX IIPOTPaMM HMHCTAJUIMPOBATHCA HA TBOEM TEPCOHATLEHOM
KOMIIBIOTEpE;

4. Hcuone3yii aHTHBUPYCHBIE IPOrpaMMHEBIE NPOLYKTHI H3BECTHBIX IIPOM3BOAMTENEH, €
ABTOMATHYCCKHM OOHOBIeHHEM 0a3;

5. Orpann4p ¢u3uUecKuil JOCTYI K KOMIIBIOTEPY IS IOCTOPOHHHAX JIHII;

6. MUcnione3yii BHEIDHWE HOCHTENIH HH(OpPMAIHH, Takue KaK qmemlca JHCK HIH cpazm U3
HHTEPHETA, TOJIbKO U3 MIPOBEPEHHBIX HCTOYHHKOB; T :

7. He oTkpriBail koMObioTepHbIC (aiiibl, MOTyUYeHHEIC H3 HEHAEKHBIX HCTOYHMKOB. [laxe Te
Gbaiib], KOTOpLIe NPHCTAT TBOM 3HAKOMEIH. JIydllle YTOUHH Y Hero, OTHpaBiisl JId OH Tehe ux.

Cern WI-FI

Wi-Fi - 310 He BHI nepegadM NaHHEBIX, HE TEXHOJIOTHS, @ BCETO JHIIb OpeHA, Mapka. Eme B
1991 romy wumnepnamackas koMmaHus 3aperncrpupopata Openn "WECA", gro ofo3Hagano
cnoBocodeTanue "Wireless Fidelity", koTopblii nepeBoanTCA Kak "GecripoBoaHas TOUHOCTE" .

Jo Hamero BpeMeHH faouuvia Apyras abopesnaTypa, KOTopas sBAACTCS TaKoM jke TEXHOIOTHEH.
210 abbpesuarypa "Wi-Fi". Takoe nazsaHue OBUIO AaHO ¢ HaMﬁ(OM Ha CTaHJapT BLIcmeH 3BYKOBOH
texHukH Hi-Fi, uTo B nepeBoae o3nadaer "BrIcoKad TOYHOCTE".
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Jla, OecrnaTHeIf HMHTEpHET-ZOCTYN B Kade, OTeNsAX H a’poONOpTax SMBISETCS OTAMIHOM
BO3MOJKHOCTBIO BBIX0/1a B HHTEpHET. HOo MHOTHE 3KenepThl cunTaroT, yro obmenocrynasie Wi-Fi cetn
HE ABIAIOTCS Ge30nacHbIMH.

Cogerts! no 6e3onacHocTr paboTs! B 06menocTynHeIX ceTsx Wi-fi:

1. He nepenagaii coro nmunyio uHdopmammio gepes obmenocrynusie Wi-Fi cetn. PaGoras B
HHX, JKEJIaTeIbHO HEe BBOIAMUTH IIAPOJIH NOCTYIIA, JIOTHHBI H KaKHe - TO HOMEpa;

2. HWcnone3yit m oOHOBNAN aHTUBHpYCHBIE nporpammbl B Opanamayep. Tem caMbiM Th
obe3onacums cebs OT 3aKa9KH BHPYCa HAa TBOE YCTPOMCTBO;

3. Tlpu ucnons3osannu Wi-Fi otkmoun dyukmuio "O6mmit noctyn K daitnam u npuaTepam”.
Jlannas QyHKIMS 3aKphITa O YMOJYAHHIO, OJHAKO HEKOTOPHIE IMONB30BATEIH AKTHBHDPYIOT €€ JUIsi
ynobcTBa Henonb30BaHusA B pabote win yyebe,

4. He ucnons3yit my6muunsii WI-FI qns nepenaun mU4HBIX JaHHBIX, HAPAMED IS BBIXOJA B
COIHATbHBIE CETH HJIH B JJIEKTPOHHYIO TOYTY;

5. Hcnons3yii Toneko 3amumenHoe coexunenue yepez HTTPS, a ue HTTP, T.e. npu naGope
Beb-anpeca BBoaH uMeHHO "https:/";

6. B mo6unsnoM Tenedone otkmoun dpyukmuio "[Toakmouenne k Wi-Fi aBromatnueckun". He
JI0IycKai aBTOMaTHYECKOT0 MOAKIOYeHus yeTpoiicTsa k cetsm Wi-Fi 6e3 TBoero cornacus.
Counajibubie ceTH

ConmanbHble ceTH aKTHBHO BXOJAT B HANIY JXHM3Hb, MHOTHE JIOAM paboTaloT M KHBYT TaMm
nocrosiHHO, a B Facebook yxe 3aperncTpupoBaH MHJUTMApJ 4eJIOBEK, YTO SBJISETCS OXHOM cexpMOM
BCEX JKHTEJNeH ManeThl. MHOTHE MOJIB30BaTENHM HE MOHUMAIOT, YTO HHpOpMalHs, pasMeIeHHas HMH
B COIMATBHBIX CeTAX, MOXeT OBITh Hali/leHa W WCIONB30BaHA KeM YrOAHO, B TOM 4YHCJIE HE
00s3aTeIBHO ¢ G1arMMH HAMEPEHHAMH.

OcHoBHEIE COBETHI 110 6€30MacCHOCTH B COIHANBHBIX CETAX:

1. Orpannys cimcok apyseit. ¥ 1ebs B Apy3bsaX He HAO/DKHO OBITH CydalfHBIX H HE3HAKOMBIX
JOJIEH;

2. 3ammmait cBOIO YacTHYIO H3Hb. He ykassiBail maposnm, tenedoHsl, aapeca, AaTy TBOEro
POKIEHHS W JPYIYI0 IHYHYI0 HHGOpMaIHo. 3JOYMBIIUIEHHHKH MOTYT HCIIONB30BaTh Jaxe
HH(OpPMAITHIO O TOM, KaK Thl ¥ TBOH POJIMTEIH IUIAHHPYETE MPOBECTH KAHHKYJIBI;

3. 3ammmaii CBOIO pernyTauMio - JepXKH ee B YHCTOTE H 3ajasail cebe Bompoc: xoren OBl ThI,
qro0Bl JpyrHe MOJIb30BATENIM BHACTH, YTO Thl 3arpyxaems? I[loxymaii, npexnae d4em 4YTO-TO
ony6JIHKOBaTh, HAMMUCATH H 3arpy3HTh;

4. Ecna TBI rOBOpHING C JIOABMH, KOTOPBIX HE 3HACHIb, HE HCIONB3YH CBOE peaJbHOE HMA H
JIPYTYIO JINYHYIO HH(pOPMAIIHA: HMS, MECTO JKHTEIbCTBA, MECTO y4eObl H ITpoyee;

5. Usberait pasmemenus (ororpadpmii B UaTepnere, rae Tel u3obpakeH Ha MECTHOCTH, IO
KOTOPOH MOYHO OTPEICIHTH TBOE MECTOIOJIOKECHHE,

6. Ilpu perucrpauuu B CONIMANBHOH CeTH HEOOXOJMMO HCIOJB30BaTh CIOXKHBIC INapoIH,
cocrosmue u3 6ykB ¥ HHQP H ¢ KOIHYECTBOM 3HAKOB HE MeHee 8;

7. ns conMansHOM CETH, TTOYTHl B JPYTHX caiiToB HeOOXOIMMO HCIIOIB30BaTh pa3HbIE MAapOJH.
Torna ecnu Tebs B3IOMAIOT, TO 3JIOYMBIIUIEHHHKH MOTYYaT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO
BCE cpasy.

DJIEKTPOHHBIE IeHbIH

DNeKTpOHHBIE JeHBMH - 3TO OYeHb YAOOHBIH crmocol muarexeil, OJHAKO CYIIECTBYIOT
MOIICHHHKH, KOTOPHIE XOTAT MOJYYHTH 3TH JCHBIH.

DNeKTPOHHBIE NEHBI'H MOABHIMCH COBCEM HEIABHO M HMMEHHO H3-3a 3TON0 BO MHOIHX
roCy/IapcTBax JI0 CHX IMOp He MPOMHCAHO MPO HUX B 3aKOHAX.

B Poccun ke onu GYyHKIHOHAPYIOT H O HHX Y)K€ MPOIMHCAHO B 3aKOHE, IJIe HX pa3/elaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIC W HEe AaHOHMMHBbIE. PazHHIAa B TOM, YTO aHOHHMHBEIE - 3TO Te, B
KOTOPBIX pa3pelmaeTcs MpOBOAUTE onepanuu 6e3 HACHTH(OHKAIMH MOJIB30BaTeNlA, 4 B HEAHOHHMHBIX
HICHTHOHKALKA M0JIE30BaTeNs ABAAETCA 0053aTeIBHOM. .

Taxxke cneayer pasnmuuaTh OSNEKTPOHHBIE (HATHBICE JIeHBIH (PaBHBI TIOCYAAPCTBEHHBIM
BAIOTaM) H 3JIEKTPOHHBIE He(HATHBIE IeHBIH (HE PABHbI IOCY/IapCTBEHHEBIM BaIOTaM).

OcHoBHBI€e coBeTHI 110 Oe3omacHo# paboTe ¢ MeKTPOHHBIMH J€HBIaMH:



1. TpuBsokun K cdery MOOWIBHBIA TenepoH. D10 cambiii ynoOHbIM M OBICTpBIH cmocod
BOCCTAHOBHTH JOCTYN K cyery. [IpuBs3anusii Tenedon nmomoxer, ecinm 3a0yaenns CBOH IUIaTeXHbIHA
[apoJib WiH 3aiiielns Ha caliT ¢ HE3HAKOMOTO YCTPOHCTBa;

2. Ucnons3yii ogaopazossie naponu. [locne mepexosa Ha yCHICHHYIO aBTOpH3aImIo Tebe yxe
He OyzIeT yrpoaTh ONacHOCTh Kpa)ki HJIH TIepexBaTta IUIaTeXXHOTO Tapois;

3. Beibepu cnoxwubli mapons. Ilpectynaukam Gyzer He mpocTo yraaath CIOXKHBIN Mapolib.
HanmexHble mapoiu - 3TO MAapoiid, KOTOpbIe COAEpXaT He MeHee 8 3HAKOB M BKMIOYAIOT B cebs
CTPOYHBIE M MPOMHCHBIE OYKBBI, HHQPHI B HECKOJBKO CHMBOJIOB, TaKHe Kak 3HAK aouiapa, ¢yHTa,
BOCKJTHIIATENNbHBIH 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBO/IH CBOM JIMUHBIEC JAHHBIE HA CaiiTaX, KOTOPHIM HE JIOBEPSEIIIE.

JJIeKTPOHHAS M0YTA

DNeKTpOHHAs TOYTa - 3TO TEXHOJNOTHS W TNPEJOCTABISEMbIe €10 YCIYIH IO NepechUIKe H
MOJTYYEHHIO 3IEKTPOHHBIX COOOLIeHUH, KOTOphIE paclpeiensioTcs B KoMIbioTepHo# cetn. OObdaHO
3NICKTPOHHBIH MOYTOBBIN SIIHK BBHITVIAUT CICAYIOMAM 00pa3soM: MMs_IOJb30BaTENA(@HMs_JIOMEHA.
Taxxe kpome nepesadm MPOCTOro TEKCTa, HMEETCS BO3MOXKHOCTH Nepe/iaBaTh (aiiisl.

OcHoBHBIE coBeThI 0 Ge30macHoi paboTe ¢ 3EKTPOHHOM MOYTOMH:

1. Hamo BeiOpaTh mpaBHIBHBIN MOYTOBBIA cepBuc. B HHTepHeTe ecThb OrpoMHEIH BEIOOp
OecrlaTHBIX TOYTOBBIX CEPBHCOB, OJHAKO JIydllle JOBEPATH TEM, KOrO 3HAEIIb W KTO INEpPBEIH B
peATHHTE;

2. He yxaswmBaifi B nu4yHOM moyre mwuHylo uHpopmanmioo. Hanmpumep, nyume BsIOparh
"My3bIKanbHbIH_(anat@" wm "pok2013" BmMecto "Temal3";

3. Wcnone3yit ABYX3TaNHYIO aBTOPH3AIMIO. DTO KOrJa MOMHMO MapoJis HY)KHO BBOIHTH KO,
npHChUIaeMBIH 1o SMS; ;

4. Beibepu cnoxHbI naposb. [ KaXI0ro mo4ToBOro siMKa J0/DKeH OBITh CBOM HAJIEHKHBIH,
YCTOHYHBBIH K B3JIOMY NapoJib;

5. Ecnu ecTh BO3MOMHOCTH HalMcaTh CaMOMY CBOH JIMYHBIH BOMPOC, MCIONB3YH 3Ty
BO3MOJKHOCTB;

6. Ucnone3yit HeCKOIBbKO MOYTOBLIX AMMKOB. [lepBriit [UIs YacTHOM NEpenucKH ¢ agpecaTaMH,
KOTOPBIM THI JOBEpsiellb. JTO MEKTPOHHBIA ajapec HE HAN0 HCMONB30BAaTh NPH PErHCTPAllMH Ha
¢dopymax u caiiTax;

7. He oTkpsiBait daiinel 1 JApyrue BIOXKEHHS B NMHChbMaX, XK€ €CIH OHH MPHIUIH OT TBOHX
Jpy3eii. JIydine yTouHH y HHX, OTIIPABJISIN T OHH Tebe 3TH daiinsr;

8. Ilocie oxoH4aHus paboTHl HA MOYTOBOM CEpPBHCE IEpe]] 3aKPHITHEM BKJIAZKH C CaHTOM He
3abyab HaxkaTh Ha "BeriTi".

KubepOymnar nim BHPTYa/IbHOE H3I€BATEIbCTBO

KuGepOymmuur - mpecnenoBaHHe COOOIIEHHAMH, COJAEPKAIIHMH OCKOpOIEHHS, arpeccHio,
3allyTHBAaHWE,  XYJHTaHCTBO; CONHaTbHOE  OOHKOTHpOBaHHE €  MOMOIIBIO  Pa3IMYHBIX
HHTEPHETCEPBUCOB.

OcHoBHBIe coBeTH! 110 6oprbe ¢ kubepOyIHHrOM:

1. He Gpocaiics B Goii. JIyummii cnoco6: mocoBeToBaTscs Kak ce0s BECTH H, €ClIH HET TOro, K
KOMY MOXXHO 06paTHThCA, TO BHaYale YCIIOKOMTHCS. ECi ThI HaYHEems OTBEYaTh OCKOpOJIEHHSAMH Ha
OCKOpOIEHHS, TO TOJNBKO emme Gosbie pa3oioKens KOHQIHKT;

2. Ynpasnsii cBoeit kuGeppenyranueit;

3. AHOHHMHOCTH B ceTH MHAMas. CymecTBYIOT criocoOB!I BHISICHHTB, KTO CTOHT 32 aHOHHMHBIM
aKKayHTOM;

4. He crouT BecTH Xy/nUraHckuii obpa3 BHpPTyainbHOH xu3HH. iHTEpHET QHKCHpYET BCe TBOH
JIeHCTBHS ¥ COXpaHSeT HX. Y AaIHTh UX Oy/eT KpaiiHe 3aTpyAHHTENIBHO;

5. Cobmozait cBOIO BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyii enmnwuHbli HeratHB. OfHOpa3oBble OCKOpPOHTENbHBIE COOOINEHHS JIy4lle
UraopHpoBath. O6BMHO arpeccus NpeKpamaeTcs Ha Ha4aabHOM CTa/luH; .

7. ban arpeccopa. B nporpammax o6MeHa MIHOBEHHBIMH COOOINEHHSIMH, B COIHATBHBIX CETAX
€CTh BO3MOXXHOCTB OJIOKHPOBKH OTIPABKH COOOINEHHH C ONPE/ICICHHBIX apecoB;



8. Ecnu TBI cBHaeTens kubepOysuinara. TBon AelcTBHA: BRICTYIIHTH IPOTHUB Mpecie0BaTeNs,
NoKa3aTh €My, YTO €ro ACHCTBHS OLEHHBAIOTCS HETraTHBHO, NOJJIEPXKaTh JKEPTBY, KOTOPOH HYXHa
TMICHXOJIOTHYECKast [IOMOIIIb, COOOIIMTE B3POCIBIM O (PaKTe arpecCHBHOTO NOBEACHHS B CETH.
MoGuabHbIii Tesedon

CoBpemenHble cMapThOHBI M IUIAHIIETHI colepkaT B cebe BrosHe B3pociblid GyHKUHOHAN, H
Terepb OHH MOTYT KOHKYPHpPOBaTh CO CTAI[HOHAPHBIMH KOMIbioTepamu. OIHAKO, CPEACTB 3alllUThI
IUISt TOJOOHBIX YCTPOMCTB MoKa 04eHb Mao. TecTHpoBaHHE W MOMCK YSA3BHMOCTEH B HUX MPOHCXOMAT
HE TaKk HHTeHCHBHO, Kak Juis [1K, To ke camoe kacaeTcss H MOOHJIBHBIX TIPHJIOXKEHHI.

CoBpemennbie MoOWIbHBIE Opay3epbl YK€ NpPAKTHYECKH JOTHAIH HACTOJILHBIE AaHAJIOTH,
OIHAKO pacuMpeHWe (YHKIHOHANA BiedeT 3a coboif GONBIIYI0O CHOXKHOCTD H MEHBIIYIO
3aIHINeHHOCTb. ;

Janexo He Bce NPOM3BOAMTENH BBIMYCKAIOT OOHOBNEHHS, 3aKPHIBAIOIIHE KPHTHYECKHE
YA3BHMOCTH JUIS CBOHX YCTPOMCTB.

OcHoBHBIe coBeTHI Ul Ge30macHOCTH MOOHIBHOTO Tenedona:

Huyero He sBnsercs no-Hacrosmemy OecruiatHeiM. Byae ocropoxeH, Bens korzma tebe
npejularaioT GecrIaTHbIH KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe - TO IUIaTHBIE YCITYTH;

Hywmaii, mpexne yem ornpasuts SMS, ¢oro mwm Buaeo. Tel To4HO 3Haems, rjae oHH OyayT B
KOHEYHOM HTOre?

Heob6xomumMo 0OHOBIIATE ONIEPAIHOHHYIO CHCTEMY TBOEro cMapTdoHa;

Wcnons3yit aHTHBHPYCHBIE POrpaMMBI JUIsi MOOHIIBHEIX Tesle()OHOB;

He 3arpyxaii npunoxkeHHs OT HEH3BECTHOTO MCTOYHHKA, BeIb OHH MOTYT COJEp)KaTh
BPEIOHOCHOE NPOrpaMMHOe obecrieueHne;

ITocne Toro xak ThI BeIiieNIb ¢ caiiTa, I/ie BBOJMI JIHYHYIO HH(DOPMAIIHIO, 32l B HACTPOMUKH
6pay3epa u ynamm cookies;

Ileprommyeckn npoBepsif, Kakue IUIATHBIE YCITYTH aKTHBHPOBaHBI HAa TBOeM Homepe; JlaBaii
CBOH HOMep MOGHIBLHOrO TeNne(oHa TONBKO MOAAM, KOTOPBIX Thl 3HACIIh H KOMY JOBEpsEIls;

Bluetooth nomken GbITh BBIKIIOYEH, KOTZa ThI HM He moib3yembes. He 3abwiBail mHOrIa
NPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHBIe OHJIAfH-HIPHI - 3TO KPacOYHbIE, 3aXBATHIBAIOLIHE Pa3BlieYeHHs, 00be AHHIONHE
COTHHM ThICAY YEJOBEK MO BceMy MHpY. Urpokm HccnemyioT AaHHBIA MM MHp, ofImaiorcs Apyr c
JIpyroM, BBINOJHSIOT 3aJJaHUS, CPAKAIOTCA ¢ MOHCTPAMH M IOJY4YalOT ONBIT. 32 YAOBOJIBCTBHE OHH
IJIATAT: TMOKYTAIOT AUCK, OIUIaYHBAIOT a00HEMEHT WIIH PHOOpETaloT KaKHe-TO OIILHH.

Bcee a1ti cpeacTBa mayT Ha mojyiepKaHHE M Pa3sBHTHE UIPhI, a TAKXKe Ha caMmy 0e30macHOCTb:
COBEPIIEHCTBYIOTCA CHCTEMBl aBTOPH3ALMH, BBITYCKAIOTCA HOBbIe natyd (udpoBbie 3amiaTkd Ui
NpOrpamMM), 3aKphIBalOTCA YA3BHMOCTH CEPBEPOB.

B nono6HeIX Mrpax CTOMT OmacaThCsi HE CTOJBKO CBOHMX CONEPHHKOB, CKOJBKO KPaXXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3al[HH GOTBIIHHCTBA HIP.

OcHoBHBIE COBETHI 10 6€30MaCHOCTH TBOET'O HIPOBOTO AKKAYHTA:

1. Ecnu apyroii urpok Bezet cebs mioxo WM co3zaet Tebe HEMPHUATHOCTH, 3abJIOKHpYii ero B
CIIHCKE HIPOKOB;

2. Tloxamyiics aJMHHHCTPAaTOpaM HIpPHl Ha IUIOXO€ IIOBEJEHHE ITOr0 HMIPOKA, XKENATENBHO
MPHJIOKHTH KaKHe-TO JI0Ka3aTeNbCTBa B BHIE CKPHHOB;

3. He yxassiBait nuunyro uHbopMaimio B npodaiiie urpsl;

4. Ypaxaii Ipyrux y9acTHHKOB MO HIPE;

5. He ycranapnuBaii HeopHUHaIbHBIE NTATYH U MOJIBI;

6. Mcrione3yii cnoxHble B pa3HbIe MapoiH;

7. Jlaxke BO BpeMs HTPhI HE CTOHUT OTK/IIOYATh aHTHBHpYC. [Toka Thl Hrpaems, TBOH KOMITBIOTED
MOTYT 3apa3HTh.

OHIHAT WIH KPAXkKa JHYHBIX JaHHBIX .

OO6brunoii Kpaxeii JeHer ¥ JOKYMEHTOB CEroJHs yXe HHKOrO He YAHBHINb, HO C pa3sBHTHEM
HHTEPHET-TEXHOJIOTHH 3JIOYMBIIIICHHHKH MEePEeMECTHIHCh B HHTEPHET, H IPOAOJDKAIOT 3aHHMAThCS
"mobumbIM" enIOM.



Tak mosBHIAcCk HOBas Yrpo3a: HMHTEPHET-MOINCHHWYECTBA WM (HIIMHT, IJaBHas Ielb
KOTOPOr0 COCTOMT B MONYYEHHH KOH()HACHIHAIBHBIX JAHHBIX MOJI30BATENeH - JIOTHHOB M MapoJiei.
Ha anrmmiickom s3bike phishing gmraercs kak ¢ummer (ot fishing - peibHas nosns, password -
napoJs).

OcHoBHEIe cOBeTHI 110 Goprle ¢ GHIHHTOM:

1. Cnenn 3a cBouM akkayHToM. Eciu ThI mojo3peBaems, 4TO TBOS aHKera ObUla B3JIOMaHa, TO
HeoOx0uMO 3a6I0KHPOBaTh €€  COOOIIHTE aJIMHHACTPAaTOpaM pecypca 06 3TOM Kak MOXHO CKOpee,

2. Ucnons3yit Gezomacuble BeO-caifThl, B TOM 4YHCIIe, HHTEpHET-MarasHHOB H IOHCKOBBIX
CHCTEM;

3. Vcnone3yit cnoxebie W pasHele mapoid. Takum obpasom, ecimd Tebs B3IOMAKOT, TO
3NI0YMBIIUIEHHHKH NOJTyYaT AOCTYI TOJNBKO K OTHOMY TBOEMY NMPOQHIIIO B CETH, 2 HE KO BCEM;

4. Ecm Tebs B3joMamH, TO HeoOXOAMMO IMpEayNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE
nobaenensl y te61 B Apy3bsX, O TOM, 4TO TeOs B3JIOMaIH H, BO3MOXHO, OT TBOEro HMeHH Oyner
pacchUIaThCA CIIaM M CCBUIKH Ha (PHINHHIOBBIE CafTHI;

5. Yeranoeu Hanexusii napois (PIN) #Ha Mo6wibHBIH TenedoH;

6. OTkmoun coxpaHeHHe naposs B Opaysepe;

7. He otkpeiBaii ¢aitnel 1 Apyrue BJIOKEHHS B IMUCHMAaX, JAaXKE €CJIH OHH NPHILIH OT TBOMX
npyseii. Jlydme yTouHH y HAX, OTHPABIISAIH JTH OHH Tebe 3TH daiiibL.

Indposas penyrauus

[lndpoBas pemyranus - 3TO HEraTHBHAas WJIH TMO3MTHBHAas WHpOpMamus B ceTH O Tebe.
Komnpomerupylomas wuHdopManms, pa3MelleHHas B HHTEPHETe, MOXET Cepbe3HBIM 00pa3zoMm
OTpa3sHThC Ha TBoel peansHOM Xu3HH. "lludpoBas pemyramms" - 3TO TBOM HMHIK, KOTOpPBIX
dopmupyercs n3 nHdopMmaiu o Tebe B HHTEPHETE.

Teoe Mecto xuTenscTBa, yuebbl, TBOe (HHHAHCOBOE MOJIOKEHHE, OCOOEHHOCTH Xapakrepa H
pacckasbl 0 GIM3KHX - BCE 3TO HAKAIUTMBAETCS B CETH.

MHorse noapocTKH JErKOMBICIEHHO OTHOCATCS K MyONMKanWu JIMYHOM HHpOpMalHH B
WnTepHeTe, He MOHMMAasA BO3MOXHBIX MOCNHEACTBHI. THI Jaxe He CMOXEIIb JOrafaThcsi O TOM, YTO
dororpadus, pasmemennas 5 ner Hazaj, cTana IPHYHHON 0TKa3a IPHHATH Te6s Ha paboTy.

Kommenrapuu, pasmemenne TBoMX ¢ororpadmii M Apyrae AeHCTBHS MOTYT HE HCYE3HYTh
Jaxxe Mocjie TOro, Kak Thl MX yJajdHInb. Thbl HE 3HAENIb, KTO COXPaHWJ 3Ty HH(pOPMAaIHIO, Monaia Jx
OHA B IMIOMCKOBBLIE CHCTEMBI H COXPAHHJIACh JIH OHA, a IJIaBHOE: YTO MOAYMAIOT 0 Tebe OKpyKarolue
JIIOJTH, KOTOpBIe HalayT u yBHAAT 310. Halitn nHdopManmio MHOrO et crycts cMoxeT moboi - Kak
U3 100pbIX nMoOyxAeHui, TaK H ¢ HAMepEeHHEeM NPHYHHATE BpeJl. DTO MOXKeT OBITh KTO YrOIHO.

OcHOBHBIE COBETHI 10 3aIUTe H(POBOI peryTaiuu:

1. Tlomymaii, npexne deM uro-TO mMyONMKOBaTh M mepenasarh y cebs B Giore Wi B
COLIHATILHOM CEeTH;

2. B mactpoiikax mpodmuis yCTaHOBH OrpaHHYEHHS Ha NPOCMOTP TBOEro Mpoduis H ero
COZIEPAKHUMOTr0, c/ieNail ero ToabKo "wis apy3ei”;

3. He pasmemaii u He ykassiBaii-uH(GOpMAaIMIO, KOTOpas MOXET KOro-JIubo ockopOIsSTe HiIH
00HKaTh.

ABTOpCKOE MpaBo

CoBpeMeHHBIe IIKOJNBHHKH - AKTHBHEIE NONB30BaTeNH HH(QPoBOro mpoctpancrea. OaHako
JIaJIeK0 HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTHMH BO3MOXXKHOCTAMH LHdpoBoro mmpa Tpedyer
coOmoeHNs NpaB Ha HHTEJUIEKTYaIBHYIO COOCTBEHHOCTS.

Tepmun "uHTENNEKTyasbHas COOCTBEHHOCTH" OTHOCHTCS K Ppa3HYHBIM TBOPEHHSAM
YeJI0BEYECKOro yMa, HauMHas ¢ HOBBIX H300peTeHH# M 3HaKOB, 0003HAYAIOMHX COOCTBEHHOCTH Ha
NPOAYKTBl H YCIYTH, W 3aKaH4YHBas KHHUramH, Qororpadpmsamu, KHHOPHIEMAMH H MY3BIKATHHBIMH
NPOU3BEICHHSIMH.

ABTOpCKHE IpaBa - 9TO [IpaBa Ha HHTEJUIEKTYaIbHYIO COOCTBEHHOCTE Ha MIPOM3BEJCHAS HAYKH,
NUTepaTypbl H HMCKyCcCTBa. ABTOPCKHE INpaBa BBICTYNAOT B Ka4yecTBE TapaHTHH TOro, 4TO
HHTEJUIEKTYaIbHBIH/TBOpYECKHH Tpya aBTopa He OyjeT HampacHBIM, OacT €My CIpaBe/UIHBhIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yiabTaTax CBOEro TPY/a, NOJYYHTh H3BECTHOCTh H npu3HaHHe. HukTO
0e3 paspemeHHs aBTOpa HE MOXET BOCIIPOH3BOJHTH €r0 NPOH3BENCHHE, PACIPOCTPAHATD, MyOIHIHO



JNEMOHCTPHPOBATh, MpOAABaTh, HMMIOPTHPOBATh, IYCKaTh B NpPOKAT, MYOIMYHO HCIONHATE,
NOKa3bIBaTh/HCHOIHATE B 3dupe uiu pasmemars B UaTepHere.

Hcnons3oBanue "muparckoro” mnporpaMMHOro obecnedeHHs MOXKET NPHBECTH K MHOTHM
pHCKaM: OT NOTEPH JaHHBIX K TBOMM aKKayHTaM JI0 GJIOKHPOBKH TBOETO YCTPOMCTBA, I/ie yCTaHOBJICHA
HeleranbHas nporpamma. He cTOHMT Taioke 3a0bIBaTh, 4TO CYIIECTBYIOT JieTalbHble H OecriaTHbie
NPOTrPaMMBI, KOTOPBIE MOXHO HAHTH B CETH.

O noprane

CereBu4oK.pd - TBOH IVIaBHBIH COBETYHMK B CETH. 311€Ch Thl MOXKEIb y3HaTh 0 6€30MacHOCTH B
CETH NMOHATHBIM M JIOCTYITHBIM A3BIKOM, a IPH BO3HHKHOBEHHH KPHTHYECKOH cHTyanuu oOpaTHThCs 3a
COBETOM. A TaKe NPHHATH Y4ACTHE B KOHKYPCAX H CTaTh CaMbIM IH(POBEIM rpaskIaHHHOM!

WHCTPYKIMA JJIS OBYYAIOIIMUXCS OB HHOOPMAIIMOHHOM
BE3OITACHOCTH

HEJIB351

1. Becem noapsa coobmark CBOW 4HacTHYXO HHpopMammio (HacTosmme HMsA, (aMHIHIO,
TenedoH, aapec, HOMep KOk, a Takke doTorpaduu CBOH, CBOEH CeMBH H Ipy3ei);

2. OTKpBIBaTh BJIOXKEHHBIE (aliibl 37IEKTPOHHOM MOYTHI, KOT/Ia He 3HACINb OTIPABATEIS;

3. I'pybuts, npuauparThes, OKa3bIBaTh JaBJICHHE - BECTH ceOs HEBEXIIHBO M arpecCHBHO;

4. He pacnopsbxaiics JeHbraMu TBoeiH ceMbd 0e3 paspelneHHs cTapuidxX - BCerja crpaimmuBait
poauTenei,

5. He Betpeuaiics ¢ UHTepHET-3HAKOMBIMH B peaIbHON JKH3HH - TMOCOBETYHCSA CO B3POC/IBIM,
KOTOPOMY JIOBEpSellb.

OCTOPOXKHO

1. He Bce mumyT npasxay. Yuraems o cebe nenpasay B MuTeprere - coobmm 06 3TOM CBOMM
POIMTENSAM HIIH OTIEKYHaM;

2. [IparnamaroT nepenucLBaThCS, HIPaTh, 0OMEHHBATHCS - IPOBEPH, HET JIH MOABOXA;

3. Heszakonnoe xonuposanue ¢aiinos B UHTepHETE - BOPOBCTBO;

4. Beerpa pacckasbiBaii B3pocibiM 0 npo0iieMax B CeTH - OHH BCerjia MoMOryT;

5. Ucnone3yii HacTpoiiku 6e30MacHOCTH W NMPHBATHOCTH, YTOOBI HE IOTEPATH CBOH AKKAYHTHI B
COILICEeTAX M APYTHX MopTaiax.

MOXKHO

1. VBaxait qpyrux nons3oBaTeneii;

2. ITons3yenses MHTEpHET-HCTOYHHUKOM - JieNalf CCBUIKY Ha HETO;

3. OTkpsIBaii TONBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OGpamarbcs 3a NOMOMIBIO K B3POCHBIM - POAMTENH, ONEKYHbl H AJIMHHHCTPAIHA CAHTOB
BCEr/ia MOMOTYT;

5. Ilpoiiau o6yuenne Ha caiite "CeTeBH4oK" H NONYYH nacnopT Qu@poBOro rpaxaanuHa!



